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Editor’s Note: The materials included in the following Kentucky Bar Association Continuing 
Legal Education handbook are intended to provide current and accurate information about 
the subject matter covered as of the original publication date. No representation or warranty 
is made concerning the application of legal or other principles discussed by the instructors 
to any specific fact situation, nor is any prediction made concerning how a particular judge 
or jury will interpret or apply such principles. The proper interpretation of the principles 
discussed is a matter for the considered judgment of the individual legal practitioner. The 
faculty and staff of this Kentucky Bar Association CLE program disclaim liability therefor. 
Attorneys using these materials, or information otherwise conveyed during these programs, 
in dealing with a specific legal matter have a duty to research the original and current sources 
of authority. In addition, opinions expressed by the authors and program presenters in these 
materials do not reflect the opinions of the Kentucky Bar Association, its Board of Governors, 
Sections, Committees, or members. 
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FRAUD PREVENTION IN REAL ESTATE TRANSACTIONS IN 2025 
Eric Harris and Jennifer Gaytan 

 
 
I. REAL ESTATE FRAUD AND OVERVIEW 
 

Real estate fraud is a high value enterprise. In 2024, the IC3 reported 9,359 cases of real 
estate fraud resulting in $173,586,820 of loss.1 This resulted in a loss of $18,547.58 per 
instance.  
 

 
 
In real estate transactions we see two main types of fraud: seller impersonation and wire. 
 
II. SELLER IMPERSONATION FRAUD 
  

A. What is Seller Impersonation Fraud? 
   

1. This is a blanket term used to describe various schemes by criminals to fool 
buyers into thinking they are the seller of real estate. 

 

 
1 Federal Bureau of Investigation Internet Crime Report 2024, Federal Bureau of Investigation Internet Crime 
Complaint Center, https://www.ic3.gov/AnnualReport/Reports/2024_IC3Report.pdf, (last visited Jun 13, 
2025). 
 

https://url.avanan.click/v2/___https:/www.ic3.gov/AnnualReport/Reports/2024_IC3Report.pdf___.YXAzOmt5YmFyOmE6bzoyY2E0NGJhYmMzMDI0OWFmMTI1NjJkMjVhYzQwMDAyNjo2OjNjY2U6ZDYyMTM1MzMyZTVkNzNmMzFlM2Q0MGZhYzc2M2Q1ZGE1ODdhMjYzMjdhOTc4N2ViOGM0YTQzNGJlMDcxN2Y5MzpwOlQ6Tg


 

2 
 

2. This generally involves a vulnerable seller.  
 

a. Rental property holders. 
 
b. Vacant land owners. 
 
c. Absentee owners: 
 

i. Long vacation. 
 
ii. Overseas workers. 
 
iii. Military either deployed or on assignment. 
 
iv. And more. 

 
3. The criminal pretends to be the property owner and contacts a real estate 

agent to list the property. They will often ask for the property to be listed below 
market value to make the sale happen as quickly as possible. 

 
B. Red Flags 
 

1. The seller will communicate via text or email only. 
 
2. The criminal will show preference for a cash buyer and quickly will accept the 

offer. 
 
3. Seller will refuse an in-person closing in preference of a mail away or remote 

closing. 
 
4. Seller wants to use their own notary. 

 
C. Prevention Keys 
 

1. Internet search of the property and the record owner. 
 
2. Make an in-person or virtual meeting mandatory in order to personally view 

government issued ID. 
 
3. When the owner’s address is not the property address, send the information 

to the owner.  
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The American Land Title Association, Seller Impersonation Fraud Study, 
https://www.alta.org/file/Seller-Impersonation-Fraud-Study-Infographic.pdf (last visited June 13, 
2025). 

 
  

https://url.avanan.click/v2/___https:/www.alta.org/file/Seller-Impersonation-Fraud-Study-Infographic.pdf___.YXAzOmt5YmFyOmE6bzoyY2E0NGJhYmMzMDI0OWFmMTI1NjJkMjVhYzQwMDAyNjo2OjkzNTk6MzU2MTEyODIzZDk4MDg3NzBjZWFiZWU1ZTVhZjAxZDA2ZGMxZmJlNWFlY2RiOTFhM2ZiYjA0MzdmNzE1Y2YxYjpwOlQ6Tg
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III. WIRE FRAUD 
 
A. What is Wire Fraud? 
 

1. This is a term used to describe the diverting of funds in a real estate 
transaction. 

 
2. Common targets are large value items such as: 
 

a. Seller proceeds. 
 
b. Earnest money. 
 
c. Buyer closing funds. 
 
d. Loan or lien payoffs. 
 
e. Real estate commissions. 
 
f. Other large invoices such as legal fees. 

 
B. The Common Steps Involved in Wire Fraud 
 

1. Target receives an email purportedly from wire sender or representative 
asking for a copy of payoff/invoice. 

 
2. The perpetrator claims there is an issue with the invoice and will either send 

a new invoice or just new wiring instructions. 
 
3. The “updated” payoff/invoice is sent via email, FAX (most common), or 

courier service. 
 
4. Most of the time the only difference is the banking information and lack of 

mailing address. 
 
C. Keys to Preventing Wire Fraud 
 

1. Verify with a phone number you know is good. 
 
2. Tell your clients to verify with a phone number you know is good. 
 
3. Check the email for inconsistencies. 
 
4. Use third party software to verify legitimate wiring instructions. Generally, 

attorney’s errors & omissions coverage will not protect against a diverted wire.  
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IV.  CASE STUDIES 
  

A. Examples of Seller Impersonation Fraud 
 

1. Fraud and loss.  
 

a. Agent received call from buyer’s realtor.  
 
b. Seller was remote and closed from another state. 
 
c. Cash buyer with a quick closing. 
 
d. After the transaction is recorded, the original owner discovers the new 

deed. 
 
e. Money was all disbursed into overseas banks. 

 
2. Fraud and prevention. 
 

a. Agent received call from buyer’s realtor.  While visiting property under 
contract to purchase, a child of the “former owners” drove by and 
stopped to inquire. 

 
b. Quickly revealed that both record owners passed away some time 

ago. Child was shocked to learn that the property had purportedly 
been “sold.” 

 
c. Land was improved but sat vacant for some time. (Locks had been 

changed.) 
 
d. Closing remained on schedule. Police arrested the fraudster at the 

closing. 
 
3. Fraud and prevention. 
 

a. The absentee letter was sent to the registered property owner at the 
address retrieved from the tax records. 

 
b. The person acting as the seller was being uncooperative, specifically 

refusing to comply with our notary requirements, which ultimately led 
to the transaction being pulled by the agent to close at another title 
company.   

 
c. Subsequently, we received communication from the actual property 

owner that stated he had NO intention of selling the property. 
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B. Examples of Wire Impersonation Fraud 
 

1. Fraud and loss. 
 

a. Communication with the seller was primarily through email. 
 
b. A similar email address was used to send a changed bank account for 

the proceeds. 
 
c. Proceeds were sent to the new wiring instructions. 
 
d. Within three hours, over half of the funds were diverted and never 

recovered. 
 
2. Fraud with eventual recovery. 
 

a. Large transaction with good customer. 
 
b. Buyer email that had been used throughout the transaction was 

hacked.  
 
c. $1,000,000+ wire sent to a fraudulent account. 
 
d. FBI was eventually able to recover.  

 
3. Fraud and prevention. 
 

a. Purchase transaction.  
 
b. Paralegal is impersonated. 
 
c. States the firm is updating banking and will need the funds sent to a 

new account. 
 
d. Language did not sound like the real paralegal. Agent called the firm.  
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FOR YOUR INFORMATION …  
 
The Kentucky Law Update: Continuing Legal Education for All Kentucky Lawyers 
 
The Supreme Court of Kentucky established the Kentucky Law Update Program as an element of the 
minimum continuing legal education system adopted by Kentucky attorneys in 1984. The KLU 
program is now offered in a hybrid format. The 2025 Kentucky Law Update is presented as a one-day, in-
person program at nine different locations across the state. The 2025 On-Demand Kentucky Law 
Update is available virtually on the Kentucky Bar Association website from September 1st until 
December 31st. These two programs combined offer every Kentucky attorney the opportunity to 
meet the 12 credit CLE requirement, including the 2 ethics credit requirement close to home and at 
no cost Judges can also earn continuing judicial education credits through the Kentucky Law 
Update.   
 
This program was designed as a service to all Kentucky attorneys regardless of experience level. It is 
supported by membership dues and is, therefore, every member's program. The program is a survey 
of current issues, court decisions, ethical opinions, legislative and rule changes, and other legal 
topics of general interest that Kentucky practitioners encounter daily. As such, the program serves 
both the general practitioner and those who limit their practice to specific areas of law. The Kentucky 
Law Update program is not intended to be an in-depth analysis of a particular topic. It is designed to 
alert the lawyers of Kentucky to changes in the law and rules of practice that impact the day-to-day 
practice of law. 
 
About the Written Materials and Presentations 
 
The KLU written materials are the result of the combined efforts of numerous dedicated 
professionals from around Kentucky and elsewhere. The KBA gratefully acknowledges the following 
individuals who graciously contributed to this publication: 
 

Jared Burke Tressa Hamilton Jeffery L. Sallee 
Robbie O. Clements Eric Harris Sarah-James Sendor 
Rebekah Cotton Robert A. Jenkins Nichole Shelton 
Stephen Embry Nima Kulkarni Misty Clark Vantrease 
Jennifer Gaytan Lori J. Reed B. Scott West 
   

Special Acknowledgments 
 

Special thanks to the following KBA Sections, Committees, and other organizations whose 
participation and assistance with the 2025 Kentucky Law Update programs have been invaluable: 
 

AppalReD Legal Aid Kentucky Court of Appeals 
Casey Bailey & Maines PLLC Kentucky Legal Aid  
FNF Family of Companies Lawyers Mutual of Kentucky  
KBA Criminal Law Section  Legislative Research Commission  
KBA Elder Law Section Legal Aid of the Bluegrass  
KBA Law Practice Committee Legal Aid Society  
KBA Office of Bar Counsel New Americans Initiative 
Kentucky Access to Justice Commission Supreme Court of Kentucky 
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Presentations are also made on a voluntary basis. To those who volunteer in this capacity, special 
gratitude is owed. Individuals who contribute to this program support the professional development 
of all members of the Kentucky Bar Association. We wish to express our sincere appreciation in 
advance to these individuals. 
 
A special acknowledgment to the organizations, authors, presenters, moderators, and other 2025 
Kentucky Law Update program volunteers will appear in the January 2026 issue of the Bench & Bar. 
 
CLE and Ethics Credit 
 
The one-day, in-person 2025 Kentucky Law Update program is accredited for 6 CLE credits, including 
2 ethics credits. The 2025 On-Demand Kentucky Law Update is accredited for 9.25 CLE credits, 
including 3 ethics credits. One credit is awarded for each 60 minutes of actual instruction, as noted 
on the agendas provided on the KBA website.  
 
The Kentucky Bar Association’s 2025 Kentucky Law Update programs are accredited CLE activities 
in numerous other jurisdictions. Credit categories and credit calculations vary from state to state. 
CLE reporting information for other states will be provided at the registration desk at the in-person 
programs. The out-of-state information for the on-demand sessions will be available on the program 
website. 
 
Kentucky judges: don't forget you can claim CJE credit for attending this program.   
 
REMEMBER: Reporting attendance credits is now done online. Visit the Kentucky Bar Association 
website for reporting information. The activity numbers for the in-person and on-demand programs 
are listed on the corresponding agendas and must be used to report credits through the Member CLE 
Portal.  
 
Evaluations 
 
The 2025 Kentucky Law Update is your program, and your input is valued and needed. Links to the 
program evaluations for the live, in-person programs will be provided to all registrants via email. A 
link for the on-demand evaluation will be located on the program webpage. Please take a few 
minutes to complete the evaluation. We appreciate your assistance in improving this program.  

https://www.kybar.org/page/CLE


9 
 

Kentucky Bar Association 
   2025-2026 Board of Governors 

 
 

      Todd V. McMurtry Matthew P. Cook J. Tanner Watkins 
      President President-Elect Vice President 

      Ft. Mitchell Bowling Green Louisville 
   

Rhonda Jennings Blackburn  Kyle R. Bunnell 
Immediate Past President  Young Lawyers Division Chair 

Pikeville  Lexington 
 
 

Amelia M. Adams 
Lexington 

Douglas G. Benge 
London 

Miranda D. Click 
Pikeville 

Jennifer M. Gatherwright 
Crescent Springs 

William M. “Mitch” Hall, Jr. 
Ashland 

Sheila P. Hiestand 
Louisville 

Sarah Hay Knight 
Somerset 

LaToi D. Mayo 
Lexington 

Stephanie McGehee-Shacklette 
Bowling Green 

Susan D. Phillips 
Louisville 

Ryan C. Reed 
Bowling Green 

James A. Sigler 
Paducah 

Catherine D. Stavros 
Fort Mitchell 

 Matthew C. Tierney 
Owensboro 

 

   2025-2026 Continuing Legal Education Commission 
 
 

Jennifer S. Nelson Colton W. Givens Kelly K. Ridings 
First Supreme Court District Second Supreme Court District Third Supreme Court District 

   
Megan P. Keane Nealy R. Williams Frank K. Tremper 

Fourth Supreme Court District Fifth Supreme Court District Sixth Supreme Court District 
   

Robert Stephen McGinnis, Chair Justice Robert B. Conley Cassie H. Cooper 
Seventh Supreme Court District Supreme Court Liaison Director for CLE 

   
 

   Kentucky Bar Association CLE Staff 
 
 

John D. Meyers Cassie H. Cooper Lori J. Reed 
Executive Director Director for CLE CLE Attorney Editor & 

Section/Division Program 
Coordinator 

 
Caroline J. Carter Laura Cole Coleen Kilgore 

CLE Lead Program  
Coordinator – Annual 

Convention & Virtual Education 

CLE Program Coordinator –  
Kentucky Law Update & New Lawyer Program 

CLE Compliance 
Coordinator 

   
Terri Marksbury  Clifford D. Timberlake 

CLE Regulatory Coordinator & 
Commission Paralegal 

 CLE Accreditation 
Coordinator 


	Copyright Information
	Fraud Prevention in Real Estate Transactions in 2025
	I. Real Estate Fraud and Overview
	II. Seller Impersonation Fraud
	III. Wire Fraud
	IV. Case Studies

	For Your Information...



